KoMnbroTepHbie BUPYCHI

KommnbproTepHblil BUpPYC 3TO pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTIWYUTENbHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCS] CIIOCOOHOCTh K Pa3MHOXKEHUIO. B pomonmHeHne x 3TOMY,
BUPYCBl MOIYT TMOBPEOUTb MJIM TMOJHOCTBIO VHHYTOXKUTb BCe (ailibl W JaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMMEHH KOTOPOTro ObLia 3amylieHa 3apakEéHHasi IporpaMma,
a TaKXXe TMOBPENUTh WM AaXX€ YHHUTOXKUTH ONEPALMOHHYIO CHUCTEMYy CO BCeMH (ailmamu B
1esioM. B O0JIBIIMHCTBE CilydaeB pacpoCTPaHSIOTCS] BUPYCHI Yepe3 HHTEPHET.

MeTOI[LI 3aIIUThI 0T BPECAOHOCHBIX IIPOIrpaMM.

1. Mcnonb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPbE3HBIN YPOBEHD 3aLUTHI
OT BPEJOHOCHBIX NPOTPaMM;

2. TlocrossHHO ycraHaBnuBal maytH (UM(POBBIE 3aIIATKH, KOTOPBIE AaBTOMATHYECKU
YCTAHABJIMBAIOTCS C LEJTBIO TOPAOTKH MPOrpaMMbl) U Apyrue OOHOBJIEHUSI CBOEH OTIepaIlIOHHON
cuctembl. CkaunBaii ux TOJNBKO ¢ oduumaapHOro caiita paspaborunka OC. Ecnu cymecTtyer
PEKUM aBTOMATHYECKOTO OOHOBJIEHUS, BKJIIOUH €T0;

3. PaboTaif Ha cBOE€M KOMMBIOTEpE MO MpaBaMH IMOJIb30BATENS, a HE aAMUHUCTPATOpa. JTO HE
MIO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPAaMM HMHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonp3yl aHTUBUPYCHBIE MNPOrPaMMHBIE MNPOAYKTBI H3BECTHBIX IPOU3BOAMTENEH, C
ABTOMATUYECKHUM OOHOBJIEHHEM 0a3;

5. Orpaanys PpU3HHUECKHA JOCTYI K KOMITBIOTEPY JUISl MOCTOPOHHUX JIHILI,

Ucnonp3yii BHEIIHWE HOCUTEeNW HH(pOpManmuy, Takue Kak ¢uemka, auck wim ¢Qain u3
UHTEPHETA, TOJIbKO U3 MPO(EPEHHBIX HCTOYHHUKOB;

6. He oTkpbIBail KOMITBIOTEPHBIE (Daiiiibl, TONTyUYEeHHBIE U3 HEHAAEKHBIX UCTOYHHUKOB. [lake Te
(aitnbl, KOTOpBIE MPHUCTAT TBON 3HAKOMBIH. JlydIlie yTOUYHHU Y HEro, OTIPABIISUI JIU OH TeOe HX.

cetn WI-FI

Wi-Fi - 310 He BUI nepenayn JaHHBIX, HE TEXHOJOTHSI, a BCETo JIMIIb OpeHn, mMapka. Eme B 1991
rofly HUAEpJNaHACKass KoMmmaHus 3apeructpuposana Openn «WECA», uro o6o3Haudano
cnoBocoueranne « Wireless Fidelity», koTopblil mepeBoauTcst Kak «6ecrpoBOAHAS TOYHOCTDY.

Jlo Hamero BpeMeHH fouuia apyras abOpeBuaTypa, KOTOpast sBJISIETCS TAKOH K€ TEXHOJIOTHEH.
Jto abbpesuarypa «Wi-Fi». Takoe HasBaHue ObUIO MaHO ¢ HAMEKOM Ha CTaHAAPT BBICIIHIN
3BykoBOI Texuuku Hi-Fi, uTo B mepeBone 03HaUaeT «BBICOKAsI TOUHOCTBY.

Ha, OecrnaTHBI HMHTEPHET-IOCTYN B Kade, OTeNIX U adpPOomopTax SBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOJAa B WHTEpHET. HO MHOTHE 3KCHEepThl CUMTAIOT, YTO OOINEHOCTYITHBIC
WiFiceru He saBIsirOTCSA 0€30MACHBIMUA.

Cogetsl o 6e30macHOCTH paboTe B OOIIENOCTYMHBIX CeTsIX Wi-6:

1. He nepenasaii cBor snnuHyo uH(pOpMauuio yepe3 obmenocrynubie Wi-Fi cetn. Padoras B
HUX, JK€JIaTeIbHO HE BBOIUTH MAPOJIN AOCTYIIA, JIOTUHBI U KAKUE-TO HOMEpa,

2 Hcrnonp3yli W OOHOBJISIE aHTHBHUPYCHblE mporpaMMbl W OpaHamayep. Tem cambIM Thl
obe3omnacumrb ce0st OT 3aKaYKH BHPYCa HA TBOE YCTPOHCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimroun Gynkumnio «O0mmuit noctyn k QaitiaMm u mpuHTEepam».
JanHast QyHKUMA 3aKpbITa O YMOJYAHUIO, OJTHAKO HEKOTOPBIE IMOJIb30BATEIN aKTHBHUPYIOT €&
i ynoOCTBa UCIIOIB30BaHUs B padoTe miu yueoe;



4. He ncnione3yii nyomuanasii WI-FI nist mepenaun UYHBIX JaHHBIX, HAPUMEp AJIST BBIXOZA B
COLIMAJIBHBIE CETH WJIH B 3JIEKTPOHHYIO MOYTY;

5. Unone3yi Tosbko 3amuinennoe coequnenne yepes HTTPS, a ue HTTP, 1.e. mpu Habope BeO-
anpeca BBoaH UMeHHO «https://»;

6. B mobunpaOM Tenedone otkmoun ¢pynkumio «Iloaxmouenne k Wi-Fi apromarnueckm». He
JOTyCKal aBTOMaTHYECKOTO MOKIIFOYEHHUs yCTPoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

CoumaJjbHbIe ceTH

ConmanpHple CETH aKTUBHO BXOMAAT B HAIly JKM3Hb, MHOTHE JIIOOU Pal0OTAIOT U JKMBYT TaM
noctosiHHo, a B Facebook yike 3apermcrpupoBaH MWTHAapA 4YeIOBEK, YTO SIBJISIETCS OMHOMN
CenpMOIl BceX JKHMTeNeH IuIaHeTbl. MHOTrHe MOJb30BAaTEIH HEe MOHUMAKOT, YTO WH(pOpMauus,
pa3MeleHHast UMH B COLIMAJIbHBIX CETSX, MOXKET OBbITh Hal[IeHa M MCIIOJIb30BaHA KEM YTOJHO, B
TOM YHCJIe He 0053aTENbHO ¢ OJIariMu HAMEPEHHUSIMHL.

OCHOBHBIE COBETHI 10 OE30MaCHOCTH B COHUAJIbHBIX CCTAX:

1. Orpannup cimcok apy3ei. Y Tebs B Apy3bsiX HE JOJDKHO OBITh CIyYalHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amuimail CBOK YaCTHYHO >Xu3Hb. He ykaseiBali maponm, TenedoHbI, aapeca, NaTy TBOETO
POXKACHUS M APYTYIO JUYHYI0 HWHGOPMALHIO. 3JIOYMBIIIJIEHHUKA MOTYT HCIOJb30BATh TaXKe
UH(POPMALIUIO O TOM, KaK Tbl M TBOH POAUTENHN TUIAHUPYETE MPOBECTH KAHHUKYJIBI,

3. 3amuiaii CBOKO pemnyTalHio - IEePKH €€ B YHCTOTe U 3anaBaii cebe Bompoc: XOTen Obl ThI,
9yTOOBI JPyrue MOJIb30BATENN BUACIH, YTO Thl 3arpyxkaeins? [lomymaii, mpexae 4eM 4TO-TO
onyOJIMKOBATh, HAMKCATD U 3arPy3UTH;

4. Ecau TeI TOBOpHULIBL C JFOABMHU, KOTOPBIX HE 3HAEUIb, HE HCIOJb3YH CBOE pPeanbHOE UMS U
APYTYIO JTUUHYI0 HHGOPMALIMH: UMSI, MECTO JKUTEJIbCTBA, MECTO y4eOrl U mpoyee;

5. HM30eraii pasmemenus ¢ororpaduii B MHTEpHETE, TIE Th M300pa*K€H HAa MECTHOCTH, IO
KOTOPOI MOXKHO ONpEeAETUTb TBOE€ MECTOIOJIOKEHUE,

6. Ilpm perucTtpauuud B COIHMAIBHONH CETH HEOOXOAWMO HCIOJBb30BATh CJIOJKHBIC MApOJIH,
cocrosie U3 OykB U U(P U ¢ KOJINIECTBOM 3HAKOB HE MeHee 8;

JUis conuanbHON CETH, MOYTHl M APYTHX CAHTOB HEOOXOAWMO HCHOJB30BATh Pa3HbIC MAPOJIH.
Tornma ecnu TeOs1 B3IOMAIOT, TO 3JIOYMBILLIEHHUKH TMOJy4aT AOCTYII TOJBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

JnekTpoHHbIE /leHbru

OneKTpOHHbIE OEHbrM —— 3TO O4YeHb yAOOHBIH  crmocod  TulaTekedl, OJIHAKO
CYLIECTBYKOT MOIICHHUKH, KOTOPBIC XOTAT IMOJYUUTH 3TH ACHBI'U.

BHGKTpOHHbIe ACHBI'U IIOABMJIMCH COBCEM HCAABHO MW HMMCHHO H3-3a 3TOr'O BO MHOT'HX
roCyZIapCTBax O CHX MOP He MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHHPYIOT U O HHUX Y)K€ MPOIUCAHO B 3aKOHE, TJ€ MX Pa3IesTIOT Ha
HECKOJIBKO BUAOB — AHOHUMMHBIC 1 HC aHOHHUMHBIC. PaSHI/IL[a B TOM, YTO aHOHUMHBIC - 3TO TC, B
KOTOPBIX paspelaercs MPOBOAUTH Olepauuu 0e3 HWACHTU(PHUKAIMHM I0Jb30BaTeNsA, a B
HEaHOHUMHBIX I/II[eHTI/I(bI/IKaL[I/II/I [IOJIB30BATENS SABIIIETCS 00S13aTEIBHOM.

Taxoke cnenyer pa3nIn4aTh IEKTPOHHBIC (PUATHBIE NEHBI'H (PaBHBI TOCYAPCTBEHHBIM BAJIFOTAM)
U 3JIEKTPOHHBIE He(UATHbIE JEHbIH (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHoBHbBIE COBETHI 0 0e30MacCHOIl padoTe C 3J1eKTPOHHBIMHU IeHbIAMMU:


https://%c2%bb

1. IlpuBsxku K cuery MOOMIBHBIA TenedoH. DTO caMblii ymoOHbBIE M ObICTpBIA Ccrocod
BOCCTAHOBHUTh JOCTyn K cuery. I[lpuBsizanHbIi TenedpoH mnomokeT, ecnu 3aldynems €BOH
TJIATEKHbBIN MapOJib WK 3aiACIIb HA CAUT C HE3HAKOMOT'O YCTPOICTBA,

2. Wcnonw3yii ogHOpaszoBbie maposu. [locne mepexona Ha YCHIIEHHYIO aBTOpU3alMIO Tede yike
He OyZeT yrpoKaTh OMaCHOCTh KPakKH WIIHM NEPEXBaTa IIATEKHOTO MapoJs;

3. Boibepu cnoxHbiii maposb. [lpectrynmaukam OyneT HE MPOCTO yraiaTh CIOXKHBIA MapoJb.
HapnexHble mapoian — 3TO MapoJjy, KOTOPBIE COAEPKAT HE MEHee 8 3HAKOB M BKIIFOYAIOT B CeOs
CTPOUYHBbIE M TPONUCHBIC OYKBBI, LU(PPBI U HECKOJBKO CHMBOJIOB, TaKU€ KaK 3HAK J0JUIapa,
(dyHTa, BOCKIUIaTeNbHBIN 3HaK U T.11. Hanpumep, $tROng!

4. He BBOOYM CBOM JINYHBIE JAHHBIE HA CAMTaX, KOTOPBIM HE JOBEPSICIb.

JeKTPOHHAS MoUTa

DneKTpOHHAsE MOYTa — 3TO TEXHOJIOTHS M MPENOCTaBIsIEeMbIE €0 YCIYIH IO MEPEChUIKE H
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOLIEHHH, KOTOpPbIE PACHPEACISIFOTCS B KOMITBIOTEPHOH CETH.
OOBbIMHO  SNMEKTPOHHBI  TOYTOBBIA  SIIMK  BBIMIOUT  CIEAYIOIUM  00pa3oM:  HUMs
MOJIB30BATEISI(@HUMS IOMeHa. TakKe KpoMe Tepenadn MpoCTOro TEKCTa, UMEETCs BO3MOYKHOCTD
nepenaBaThb (Gaiibl.

OcHoBHbBIE COBeTHI 10 0e30MaACHOH padoTe ¢ IJIeKTPOHHOI MOYTOI:

Hano BbIOpaTh mnpaBUIIbHBIA TOYTOBBIA CepBUC. B HHTEpHETE €CThb OrPOMHBIA BBIOOD
OeCIUTaTHBIX MMOYTOBBIX CEPBUCOB, OJJHAKO JIyUIIE€ AOBEPSITH TEM, KOTO 3HAEIlb U KTO MEPBBII B
pedTuHre;

He ykaspiBaii B TM4HO# noute nuuHyro nHpopmanuio. Hanpumep, nydine BeIOpaTh
«My3BbIKabHBINA _(paHaT@» nim «pok2013» BmecTo «Temal3»;

Hcnonp3yli IBYX3TamHyI0 aBTOPHU3ALMI0. JTO KOTJa NOMHUMO MapoJjs HY)XKHO BBOJAUTH KOJ,
npucbUIaeMblii o SMS;

Bribepu cnoskHbIf maposib. JIJis Kaskaoro MOYTOBOTO SIIUKA JOJDKEH ObITh CBOW HAIEIKHBIN,
YCTOMYMBBINA K B3JIOMY M1apOJib,

Ecnu ecTb BO3MOKHOCTB HAITUCATh CAMOMY CBOM JIMYHBIN BONPOC, UCMOJB3YH 3Ty BO3MOKHOCTD;,
Hcnonb3yli HECKOJBKO MOYTOBBIX SIIMUKOB. lIepBBIM 1Is1 4aCTHOM NEPENUCKU C aapecaTaMu,
KOTOPBIM Thl IOBEpsiellIb. JDTO 3JIEKTPOHHBIN aJipec He HaJ0 MCIIONb30BaTh IPU PErucTpalii Ha
dopymax u caiirax;

He otkpbiBaii Qaiinel 1 Apyrue BIOKEHHS B MICbMaX Aa’Ke €CJIU OHM MPHIUIA OT TBOHMX APY3€H.
Jlydie yTOYHH y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (aiiisbr,

ITocne oxkoHuaHusi pabOTHI Ha TOYTOBOM CEpPBUCE IEpeN 3aKPBITUEM BKJIAAKH C CAWTOM He
3a0yap HaxKaTh Ha «BeIATIY.

KubepOymuHr niam BUPTyaibHOE U3A€BATENbCTBO

KubepOynmuHr mnpecinenoBaHue COOOIIEHUSMHU, COAEPIKAIIUMH OCKOPOJICHUs, arpeccHio,
3allYrUBaHUEC, XYJIUTAaHCTBO, COLIUAJIBHOC 60ﬁKOTHpOBaHHe C MOMOLIBIO PA3JIMYHBbIX HUHTCPHET-
CEepPBHUCOB.

OcHoBHbBIE COBETHI M0 00pbie ¢ KNdepOyJLLIUHIOM:

1. He Opocatics B 0oit. Jlydmuii cocod: mMoCcOBETOBAaThCA Kak ce0sl BECTH U, €CIIU HET TOro, K
KOMy MOXHO OOpaTUTBhCsS, TO BHa4aje YCIOKOMTbCA. ECHM Thl HauHellb OTBEYaThb
OCKOPOJICHUSIMHU Ha OCKOPOJIEHHSI, TO TOJIBKO elie O0JblLiIe Pa3osoKellb KOH(IIHKT,;

2, Ynpasnsii cBoei kubeppernyTraruei;



3. AHOHUMHOCTB B ceTH MHHMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 AHOHHMMHBIM
AKKayHTOM,

4. He crouT BecTH XYJHMIaHCKHI o0Opa3 BUpPTyanbHOH >XH3HU. MHTEpHET pukcupyer Bce TBOU
NEUCTBUS U COXpaHSET UX. Y NAJIUTh UX OyJeT KpaifHe 3aTPyJHUTENBHO;

5. Cobmonaii CBOM BHPTYAIBHYIO YECTh CMOJIOAY,

6. Ursopupyit enuHuuHbIi HeratuB. OQHOpa30BbIE OCKOPOHWTENBHBIE COOOIIEHUS JIydIne
urHopupoBaTb. OOBIYHO arpeccHst MpeKpalaeTcst Ha Ha4aJIbHON CTaIHM;

7. Ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHHSIMH, B COI[HAJIBHBIX CETSIX
€CTb BO3MOKHOCTb OJIOKHMPOBKH OTITPABKH COOOIIEHHH C OTIPENeIEHHBIX aApECOB;

8. Ecnmu ToI cBugerens kubepOysuimara. TBOM NEHCTBUS: BBICTYIUTH MPOTHUB MPECTIEIOBATENS,
MOKa3aTb €My, 4YTO €ro AEHCTBHUs OLEHMBAKOTCA HEraTHMBHO, MOJAEPKAThb KEPTBY, KOTOPOH
HYKHa TICHXOJIOTHYECKasi MMOMOIIb, COOOIIUTE B3POCIBIM O (paKkTe arpecCHBHOIO TOBEACHUS B
CeTH.

MoouabHblii Teedon

CoBpemeHnHble cMapT(OHBI U TUIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCHbIH (PYHKLIHOHAN, U
Telepb OHU MOTYT KOHKYPHUPOBaTb CO CTallMOHApHbIMU KoMIbloTepaMu. OnHAKO, CPEACTB
3aIUTHl I MOJOOHBIX YCTPOHCTB MOKa OY€Hb Mayo. TecTHpoBaHNE M TOHCK YA3BHMOCTEH B
HUX TPOMCXOOUT HEe Tak MHTeHCHBHO, Kak 1t IIK, To ke camoe kacaercss M MOOWJIBHBIX
MPUIIOKEHUN.

CoBpemeHHble MOOMIIBHBIE Opay3ephl yKe MPAKTUYEeCKH JOTHAIN HACTOJBbHbIE aHAJIOTH, OJHAKO
paciupenue QyHKIIMOHANA BieUeT 3a COO0M OOJBINYIO CIIOKHOCTh U MEHBIIYIO 3alTUIIEHHOCTb.

Jlaneko He BCe TMPOU3BOAMTENH BBINYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIIHE KPUTHYECKUE
VSA3BUMOCTH JJIs1 CBOUX YCTPOMCTB.

OcHoBHbBIE COBETHI JJI151 0€30MACHOCTH MOOHJILHOTO TeledoHa:

1. Hugero He sBIsSETCS NO-HACTOsAILIEMYy OeCIUIaTHBIM. bynb OCTOpOXKEH, Bedb korma Ttebe
npeaaraT OeCIUIaTHRIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KAKHE-TO IIJIATHBIC YCIYTH,

2. dAymaii, npexxae yeM otnpaButb SMS, ¢oTo mmu Buaeo. Tel TOUHO 3HaeUIb, r1e OHU OyayT B
KOHEYHOM HuTore?

3. HeoOxonnMo 0OHOBIIATE OMEPALIIOHHYIO CHCTEMY TBOETO CMapThOHa;

4. Ucnonp3yli aHTUBHPYCHBIE MTPOTPAMMBI AJIs1 MOOUJIBHBIX TeNE(OHOB,;

5. He 3arpyxail NpuiaOXKeHUs OT HEU3BECTHOIO HCTOYHUKA, BEAb OHU MOTYT COAEpPKaTh
BPEIOHOCHOE MPOrpaMMHOE OOEeCTICUEeHHE,

6. ITocne TOro Kak ThI BBIIIEIIB C CaliTa, I71€ BBOIWII JHYHYIO HH(POPMALHIO, 3211 B HACTPOUKH
Opaysepa u ynanu cookies;

7. Ilepuoaudecky MpoOBEPsii KakKe IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE,

8. lamaii cBOii HOMep MOOHWJIBHOTO TeneOHa TOJBKO JIFOISAM, KOTOPBIX ThI 3HACUIb U KOMY
JNOBEpsieLID;

9. Bluetooth nmomkeH OBITH BBIKIFOYEH, KOTAa Thl UM HE TOJIb3yemibes. He 3a0biBait MHOTTA
MIPOBEPSITH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAMH-UTPBI 3TO KPACOYHBIE, 3aXBATHIBAIOLINE PAa3BJICUEHHs, OOBECIUHSIOMNE
COTHH TBICSY YEJIOBEK MO BceMy MHPY. Mrpoku HCCIenyrOT JaHHBIM UM MUp, OOLIAI0TCS APYT C
IPYroOM, BBIMOJHSAIOT 3a/laHusl, CPaXKaroTCs ¢ MOHCTPAMHU U TMOJIy4YarOT OMBIT. 3a YJOBOJBCTBUE
OHH TUTATSAT, MOKYMAIOT JUCK, OIUIAYMBAIOT aDOHEMEHT HITH MPHOOPETAIOT KAKHUe-TO OTILIHH.



Bce sTu cpencrBa mayT Ha MOANEpKAHHWE W PAa3BUTHE MIPbI, a TAK)KEe HA caMy O€30MacHOCTb:
COBEPIIEHCTBYIOTCS CHCTEMbl aBTOPU3ALIMH, BBITYyCKAIOTCA HOBbIE maTdu (LUQpOBBIE 3aIIaTKH
111 IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HbIX HUrpax CTouT OmnacaTtbCsad HE CTOJIBKO CBOUX COICPHUKOB, CKOJIBKO KpPaXu TBOECTO
napoJist, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpU3aLlUU OOJIBIIMHCTBA urp.

OcHoBHBIE COBETHI 0 0€30IACHOCTH TBOEIr0 HI'POBOI0 aKKayHTa.

1. Ecniu npyroii urpok Bener cebs MIoxo WM co3faer Tede HeMpPHUSATHOCTH, 3a0JOKHPYH ero B
CIIUCKE UTPOKOB;

2. Iloxanyicss aIMUHUCTPATOpaM WIPbl HAa IJIOXOE€ IMOBEAECHHUE 3TOrO HUIPOKA, JKEJIATENBHO
MPUJIOKUTH KaKHe-TO 10Ka3aTeIbCTBa B BUJI€ CKPUHOB;

3. He ykaspiBaii quuHy0 nHpOpManuio B mpodaiine urper;

4. YBaxall Apyrux y4aCTHUKOB IO UIPE,

5. He ycTanaBnuBail HeO(UIIMANTbHbBIE TATYU W MOJIBI,

6. Mcnonb3yli CI0KHBIE U Pa3HBbIE NAPOIIH,

7. Jaxe BO BpeMsl UIPbl HE CTOUT OTKJIOYATh aHTUBHPYC. I10ka Tl urpaemsb, TBOH KOMIBIOTED
MOTYT 3apa3UTh.

@UIIUHT WK Kpaka TUIHBIX JlaHHBIX

OObIuHOM Kpakel JeHer W IOKYMEHTOB CEeTrONHS YK€ HUKOTO HE YAHMBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTUN  3JIOYMBIIIJICHHUKU MEePEMECTUINCh B HMHTEPHET, W MNPOAOJLKAOT
3aHUMATBCS TFOOUMBIMY JIEJIOM.

Tak mosiBIIaCh HOBasl yrpo3a; HHTEPHET-MOLICHHIYECTBA WK (DULIMHT, [JIaBHAs LeJIb KOTOPOTOo
COCTOMUT B MOJYYSHUH KOH(PHICHIHAIbHBIX JaHHBIX MOJIb30BaTENEH — JIOTMHOB M mapoJieil. Ha
aHTIMICKOM si3pike phishing unTaercs kak pummuHr (o1 fshing —— priOHast nosis, password —
- TIApOJIb).

OcHoBHbBI€ COBeTHI M0 00pbLie ¢ PUILIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim TeI mopmo3peBaelnb, YTO TBOSI aHKETa ObLja B3JIOMaHA, TO
HEoOXoIMMO 3a0JIOKHPOBATh €€ U COOOIIUTh aJIMHHHUCTPATOpPaM pecypca o0 3TOM Kak MOKHO
cKopee;

2. Ucnonp3yii be3onacHble BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB M MMOUCKOBBIX CUCTEM,
3. Hcmonb3yil cinoxHble W pasHble maponu. Takum oOpasom, eciam TeOs B3JIOMAOT, TO
3JIOYMBILUIEHHUKH MTOJIy4aT AOCTYI TOJBKO K OTHOMY TBOEMY NMPO(HIIIO B CETH, a HE KO BCEM;

4. Ecmn T1ebs B37OMany, TO HEOOXOIUMO TMPEnyNpenuTb BCEX CBOMX 3HAKOMBIX, KOTOPBIE
nobasneHbl y TeOst B IPY3bsiX, O TOM, 4TO TeOsl B3JIOMAJIH 1, BO3MOKHO, OT TBOErO UMEHHU OyJeT
pacchlIaThCs CraM M CChUIKH HA (PUITUHTOBBIE CANTHI;

5. Ycranosu HanexxsbIi naponb (PIN) Ha MoOmbHBIH TenedoH,

6. OTKJIIOYN COXpaHEHHUE MapoJst B Opaysepe;

7. He oTkpbiBaii (aiiyibl ¥ apyrue BJIOKEHUS B MHUCbMAax JaKe €CIM OHU MPUILIA OT TBOUX
apy3ed. Jlydine yTouHU y HUX, OTHPABIISIA JTU OHU TeOe 3TH (aiisibL.

IMudposas penyrauus

HudpoBas penyrauuss - 3TO HEraTWBHAs WIM MO3UTHBHAs WHpOpMamus B ceth o Tele.
Kowmmpomerupyromas uHpopmams pa3MelleHHas B WHTEPHETE MOXET CEpPbEe3HbIM 00pasoM
OTpa3uThCA Ha TBOEH peanbHOM km3HU. «L{udposas pernyrauusi» - 5TO TBOH UMUK, KOTOPBIH
bopmupyercst u3 nHPOpMaLUK O TeOE B UHTEPHETE.



TBoe mecTo kuTENIbCTBA, yueObl, TBOE (PHMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTU XapakTepa |
pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIUINBAETCS B CETH.

MHorue mOAPOCTKU JIETKOMBICIEHHO OTHOCATCS K NyONUKAlMHM JUYHOH wHPOpManuu B
HHTepHeTe, HEe MOHNUMasi BOBMOKHBIX MOCIEACTBUH. ThI gake HE CMOXKEIb JOrafaTbCs O TOM,
yro ororpadusi, pa3MeIIeHHas 5 JeT Ha3aj, CTajla MPUYUHON OTKa3a MPUHATH TeOst Ha paboTy.

Kommenrapun, pasmeimnenue Teoux Gororpaduii U Apyrue eCTBUS MOTYT HE MCUE3HYTh JaXe
MOCJIe TOTO, KaK Thl MX yAanullb. Thl He 3Haellb, KTO COXPAaHUJI 3Ty WH(POPMAIUIO, TIoNaja JIn
OHa B TOWCKOBBIE CHUCTEMBI W COXPaHMJACh JIM OHA, a TJIABHOE. YTO MOAyMamT O Tebe
OKpY’KaroIee JIOU, KOTOPbIEe HAWAYT W yBUAAT 3T0. HaliTu MHOOPMALMIO MHOTO JIET CITyCTSI
CMOKeT JII000W — Kak u3 J0OphIX MOOYKACHWA, TaK U C HAMEPEHHEM MPUYUHHUTH BPEHd. JTO
MOJKET OBITh KTO YTOIHO.

OcHoBHbBI€ COBETHI 10 3a1KuTe HUPPOBOii penyTanuu:

1. Tlogymaii, mpeskae 4eM 4To-TO NMyOJIMKOBATh U TIepeAaBaTh y ce0si B OJiore WM B COLMATBHON
ceTy,

2. B mnHactpoiikax npoduis yCTAHOBM OTpPAaHHYEHHMs] HA MPOCMOTP TBOEro Mpoduis M €ro
COAEPKUMOTO, CAENAal €ro TOJIbKO «IUIsl APY3E»,

3. He pasmermnaii u He yka3biBaii MH(pOPMAIHIO, KOTOPAask MOXKET KOTo-aud0 OCKOPOJSTh HIIH
oOmXKaTh.

ABTOpCKoOe NMpaBo

CoBpeMeHHbIC IITKOJBHUKH— AaKTUBHBIE TOJb30BaTeu LudpoBoro mpoctpaHcTBa. OmHAKO
JalieK0 He BCE 3HAKOT, YTO MOJIb30BAHHE MHOTUMH BO3MOXKHOCTSIMU ITU(POBOrO Mupa TpedyeT
coOJIoAeHHsI MPaB HA MHTEJUIEKTYAIbHYIO COOCTBEHHOCTb.

TepMuH «MHTENJIEKTyalbHasi COOCTBEHHOCTH» OTHOCHUTCA K  PA3MYHBIM  TBOPEHUSM
YeJIOBEUECKOro yMa, HAaYMHAs C HOBBIX M300pETEeHHH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOAYKTBI M VYCIYTH W 3aKaHuuWBasg KHUramy, ¢ororpapusmMu, KUHOPHIBMAMH U
MY3bIKaJIbHBIMHU [IPOU3BEACHUSIMMU.

ABTOpCKHE MpaBa — 3TO NPaBa HA UHTEIUIEKTyaJbHYI COOCTBEHHOCTb Ha NMPOU3BEACHHS HAYKH,
JUTEepaTypel U HMCKycCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KadeCTBE rapaHTUU TOIO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa HE OyOeT HampacHBIM, JACT €My CIIpaBeIJIMBbIE
BO3MOJKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOErO TPYAA, MOJYYUTh U3BECTHOCTh U NMPU3HAHHE.
Hukro 6e3 pasperieHust aBTopa He MOKET BOCIIPOM3BOUTD €r0 MPOU3BEACHUE, PACTIPOCTPAHSTE,
nyOJIMYHO JIEMOHCTPHUPOBATh, IPOAABATH, HUMIIOPTHPOBATH, IMyCKATh B MpPOKAT, IyOJUYHO
UCTIOJIHATD, TIOKA3bIBATH/UCIIONHATD B 3(upe nim pa3memars B UHTepHeTE.

Hcnonb30BaHuE «MUPATCKOTO» MPOTPAMMHOIO OOECHEeYeHHsT MOJKET IPHBECTH K MHOTHUM
pHCKaM: OT TOTEePH JAHHBIX K TBOMM aKKayHTaMm 10 OJIOKHPOBKH TBOETO YCTPOKHCTBa, rue
YCTAHOBJIGHHBIH HE JierajbHas mnporpamma. He crtouT Takke 3a0bIBaTh, YTO CYLIECTBYET
JeranbHble U OeCIUIaTHBIE MPOrPAMMBI, KOTOPbIE MOYKHO HalTH B CETH.

O nmopTrase
CereBu40OK.p(p — TBOII TJIABHBII COBETYHK B CETH. 3A€Ch Thl MOXKEIIb Y3HATH O 0€30MACHOCTH B
CECTU TOHATHBIM W HOOCTYIIHBIM S3bIKOM, a IpPU BO3HUKHOBCHUU KpHTI/I‘{eCKOﬁ CUTyaluu



o0paTuThCs 3a-COBETOM. A TaK)K€ NMPHUHATb YY4aCTHE B KOHKYypPCaxX M CTaTb CaMbIM LU(PPOBBIM
rpaxaaHuHoM!



